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Nnformed consent

btaining consent
from patients or
healthy volunteers is

a fundamental requirement
for enrolling participants on
to clinical trials. As shown

in figure 1, methods for
obtaining consent use paper-
based Informed Consent
Forms (ICFs) must be signed
on site by the participant in
the presence of the Principal
Investigator, who has the
authority and responsibility
for overseeing the clinical
trial at the coordinating

centre where the trial will

be conducted. This can

be a lengthy and complex
process which must ensure
participants are fully informed
of all aspects pertaining to the
trial. It may involve multiple
consent forms ranging from
starting with main consent to
participate, through multiple
optional procedures or
sampling consents. Along the
study, patients are usually
reconsented multiple times
following a change in the

trial protocol, eg. due to

updated safety information or
addition of new analysis. As
such, the Informed Consent
Process (ICP) is often quoted
as being in the top ten cited
regulatory deficiencies in the
clinical operations landscape’.
An investigation by Lentz

and co-workers from the
Clinical Trials Transformation
Initiative (CTTI) identified
four key topics as areas for
improvement in Informed
Consent: defining an effective
ICP, training research staff,
improving the informed
consent document (ICF)

and exploring the use of
eConsent?

To address the latter, as
shown in figure 2, digital
solutions such as eConsent
are replacing paper ICFs
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which streamline the process
to a more patient-centric
approach. eConsent allows
sites to present participants
with an entire multimedia
experience to inform,
communicate and consent
them onto studies. Some of
the main benefits of eConsent
for participants is having the
study information presented in
a simple, consistent and clear
manner and that increases
their trial understanding and
trial engagement. eConsent
offers other benefits for sites
and sponsors such as: ICF
version control and a lower
administrative burden for
sites; improved efficiencies,
improved oversight and
potential for improved
participant retention and
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Figure 1. The Informed Consent is probably one of the most complex documents and/or processes within the clinical operation landscape
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eConsent is more that transcribing paper consent
into digital devices

It should enable better empowerment for patients
to make informed decisions and enable improved
quality and efficiency of clinical trials.

Underpinning Identity Technology Solution

Figure 2. Informed Consent in the future

compliance for sponsors;
increased transparency and
reduced regulatory risks with
fewer inspection findings for
health authorities®.

Despite the benefits
described above, eConsent
solutions are based on an
isolated user identity model
for participant identity
management. This siloed
model consists of a single
service provider with its
own identity provider and a
number of users and is the
simplest and most common
identity management model*.
Participants enrolled onto a
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trial are coded by assigning
them a unique ID which

is linked to their personal
identifiable information

(PI) such as their name,
address, and is used to track
them throughout the trial.
Access to the participants
Pll and security is controlled
and maintained by the
coordinating centre® through
the associated eConsent
solution third party vendor.
There are several challenges
associated with centralised
data and ID management such
as databases being at risk of
single point of failure leading

to data loss and higher risk
of targeted data breaches
leading to compromised data
security. In addition - and
due to the high variety of
eConsent vendors and the
lack of integration between
these vendors and clinical
systems - there is no efficient
way for coordinating centres
to manage access and to
connect and use/reuse the
data captured within these
systems. To address some
of these challenges the

silo model has evolved into
the federated model for ID
management where single
entities allow users to access
multiple services using the
same ID. This has positioned
these single entities as
‘middlemen of trust’ and
raises questions around
privacy of user PII.

Recent progress in the
development of decentralised
digital technologies has
created opportunities for users
to establish a verifiable digital
identity and have control over
their PIl. Users own their digital
identities and are supported
by a user-controlled data
management infrastructure
where the user controls which
part of their digital identity is
shared and with which third
parties. These user digital
identities are portable, private
and secure and are enabled
by so called Decentralised
Identifiers (DIDs), Verifiable
Credentials (VCs) and
Distributed Ledger Technology
(DLT)®. DIDs are a new type of
digital identifier for verifiable,
decentralised identities which
can be used to digitally identify
an enterprise, a human, an
object, a machine or data. DIDs
allow for the creation of unique,
private and secure peer-to-
peer connections between
two or more parties and can
be public, eg. for sponsors
or sites, or private, eg. for
clinical trial participants. VCs
provide a digital counterpart
for physical credentials, eg. a
passport, and in combination
with DLT can be used to

verify the credentials’ data
without the need to contact
an issuing party. DLTs, such
as blockchains’, create the
ability for multiple parties

in a decentralised network

to agree on the authenticity
and identification of data.
Blockchains do this by storing
transactions in blocks, which
are verified through hashes
and timestamps before being
added sequentially to the
chain. New blocks are only
written and added after all
parties agree that the data

is accurate. With each party
maintaining an identical copy
of the new chain, any attempt
to modify a specific block or
series of blocks would result
in a discrepancy with all other
copies. These features ensure
immutability and transparency
of the information on the
blockchain and leads to trust
between parties in the network.
Blockchain technology is
starting to find its way into

a number of healthcare
settings from supply chain®

to management of electronic
medical records (EMR)°. In
recent years blockchain-
enabled clinical informed
consent management
concepts have been proposed.
In 2017, Benchoufi and
colleagues designed a proof-
of-concept (PoC) protocol

for informed consent which
time-stamped and recorded
each step of the process on
the Bitcoin blockchain™. Since
then a number of blockchain-
based solutions for consent
management in clinical trials
have been proposed''2. These
solutions use the blockchain
to record transactions and this
may lead to privacy concerns
stemming from, eg. GDPR13
and “the right to be forgotten”
due to the immutability of data
once it has been recorded on
the blockchain. New standards
like DIDs and VCs, which
provide additional privacy and
the ability to verify and trust
stakeholders participating

in the ecosystem, are not
enabled.
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The evolution of identity
models to self-sovereign
identity that is public

As we reimagine healthcare
and clinical trials to become
more virtual, de-centralised
and digital, there is an
increasing need to manage
digital identities across
multiple services that a
patient is involved with. Today
patients and users have
many fragmented identities
and limited control over

their identity data. As shown
in figure 3, this is because

of the gradual evolution of
identity models and their
underpinning technologies.
This is shown in light grey,
where identity models have
evolved from silo, to federated
and what we see today as
user-centric models. Today,
Facebook, Google and others
provide user-centric identity
services based on the open
trust model but users are still
restricted by these providers
managing their identity
without full transparency. On
the other hand, the dark grey
shows public blockchain as
an underpinning technology

that enables the realisation
of self-sovereign identity
management where the user
or patient has full control
over their identity data
because of its transparency,
disintermediation, auditability
and trust. This model can
scale across multiple patient
services as well. That you
will see later. We will need

to see how this area evolves
over the coming years and

if any industry specific
solutions emerge. Because
we still need to get the
balance right between fully
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public blockchain which has
high cost but is transparent
and private industry-wide
blockchain that has lower
cost but is less transparent.
Finally note, the role of the
blockchain technology is a
component of the solution
rather than the solution, there
are other parts described
further.

We have developed the
BlockSent Architecture, a
concept for eConsent as
a collaborative effort by
AstraZeneca, Novartis, and
Spherity through the Pistoia
Alliance. In this architecture
(figure 4), at the bottom is a
blockchain layer that provides
the anchoring layer for the
identities of the participating
parties. We are using the
Quorum chain which is a
private Ethereum blockchain.
Above this are Identity
Wallets where the actual
documents, personal data
or biological data are stored
and shared between identity
wallets. These Identity wallets
expose a set of APIs enabling
different participating parties
to integrate and enabling
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Figure 3. High-Level BlockSent Architecture for eConsent
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peer to peer communications
between them, where the
blockchain acts as the
Ledger. A detailed technical
description is available in
Appendix A.

On this Architecture or
Platform, we have built a
concept to demonstrate three
key activities in the Informed
Consent Process:

¢ Issuing an Inform consent
form and obtaining consent.

* A pharma requests re-
consent of a patient.

® Revocation of an Inform
consent form by a patent.

As shown in figure 4,
within this Architecture,
the Blockchain provides
the Anchoring Layer for the
Identities of the participating
parties according to their
roles and responsibilities.
The actual documents,
personal data or biological
data are stored off-chain
and shared between the
Identity Wallets. The Identity
Wallets expose a set of APIs
into which interfaces and
systems from the different
participants can integrate.
Peer to Peer communications
occurs between wallets
with BlockSent acting as the
Ledger. The three activities
are described in detail in
Appendix B.

High-level self-sovereign
IT reference architecture
As shown in figure 5, starting
at the bottom, the anchoring
blockchain can be built on
many solutions such as
Ethereum, Sovrin and Cardano
as examples. We are using
Ethereum. This holds the
audit log or ledger of what is
happening in the layer above.
This platform The Cloud
Edge Digital Identity Wallets
has been built by Spherity
but there are other options
that are specific to industries
such as finance, mobile and
others. This is a growing

and maturing space with a
fragmentation of developing
options by startups such

as - Selfkey, Yoti, Coinbase,
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Figure 4. High-Level BlockSent Architecture for eConsent
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uPort, Dashlane to name a
few. Finally on top of this
platform of Blockchain and
Identity Wallets we can
develop multiple use-cases
that require identities. In
summary, we have developed
a scalable and transferable
architecture to move from

the current concept covering
Informed Consent to other
future use-case possibilities,
as shown in dark grey. We
can have an ecosystem of
different technology solutions
or options, but interoperability
will be important, and we need
to see how this develops over
the coming years.

Conclusions and

future outlook

BlockSent is a conceptual
architecture for informed
consent in clinical trials which
has the potential to provide all
the advantages of eConsent

in addition to adding credible
and secure identity verification
and management of PII.

The specific architecture

and technology being
implemented in BlockSent
adds distinct value by: giving
pharma companies and clinics
greater control of the ICP and
its documentation; increasing
speed, quality and compliance
in the ICP through ‘anytime’,
real-time auditing; enabling
anonymised (GDPR and HIPAA
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(For the concept, we use a Quorum Chain, which is a private Ethereum Chain)

compliant) communication
between the pharma company
and participants during and
post-trial; giving patients
greater control over their
consent and the freedom to
withdraw their consent easily
at any time during or after the
clinical trial.

Further work needs
to be conducted to test
the architecture with all
participants in real conditions.
It will be important to ensure
the needs of the various
stakeholders involved in
the ICP are met. Feedback
from participants will be key
to understanding whether
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Figure 5. High-Level Self-Sovereign
IT Reference Architecture

BlockSent adds value to
clinical trials in comparison
to classical eConsent. In
turn, this will inform how and
where to expand and test
the solution with additional
features and use cases. An
obvious opportunity could
be to demonstrate the
interoperability of BlockSent
with EDC systems that are
commonly used in clinical
trials by pharma companies
and to combine BlockSent
with a blockchain network
offering a smart contract'®
capability. In such a case,
we can imagine that as
soon as an ICF is amended
and approved by an ethics
committee, access to the
pharma company EDC by the
clinic / principal investigator
would be locked until the
amended ICF version is
signed by the participant and
countersigned by the principal
investigator. This feature
would remove any potential
issues with the common
problem of incorrect versions
of the ICF being used during
clinical trials’.

The use of Internet-
of-Things (loT) devices
for data capture during a
clinical trial are becoming
more common and through
BlockSent technology we
can explore the management
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of loTs combined with
ICFs. In case of consent
withdrawal, a mechanism can
be implemented which will
automatically prevent any
further data collection by a
specific wearable device. One
of primary aims of pharma
companies is to improve the
relationship with clinical trial
participants and BlockSent
allows for better engagement
between the pharma company
and the participant without
compromising their identity.
This will allow pharma
companies to share results
with participants during
the trial and, also share the
outcomes of the research
after trial completion. As more
and more countries implement
electronic medical dossiers,
BlockSent could be an
enabler to share data already
collected by researchers, no
matter if it is for public or
private use.

Decentralised Clinical
Trials (DCTs)'7'® present an
opportunity to reconsider how
research trials are conducted
by using new technology
to help meet the needs of
patients and conduct studies
more efficiently. Despite
the adoption of eConsent
solutions, in some countries
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